Download Ebook Aviation And Airport Security
Terrorism And Safety Concerns Second Edition

Aviation And Airport Security
Terrorism And Safety Concerns
Second Edition
After 9/11, the initial focus from the U.S. government, media,
and the public was on security at commercial airports and
aboard commercial airlines. Soon, investigation revealed the
hijackers had trained at flight schools operating out of general
aviation airports, leading to a huge outcry by the media and
within the government to mandate security
First Published in 1999. Routledge is an imprint of Taylor &
Francis, an informa company.
The Routledge Handbook of Public Aviation Law is the first
book to incorporate a comprehensive analysis of Public
Aviation Law – principally international, but also domestic law
in a comparative context – in a single volume. International
Law is pervasive in Aviation Law, and is incorporated into a
number of major multilateral treaties (e.g., the Chicago
Convention of 1944, for Public International Air Law). This is
supplemented by various Annexes (promulgated by the
International Civil Aviation Organization) and Conventions
and Protocols (promulgated by States in diplomatic
conferences). States then implement these international
obligations in domestic laws that create aviation regulatory
administrations that, in turn, promulgate regulations. Bringing
together leading scholars in the field, this prestigious
reference work provides a comprehensive and comparative
overview of Public Aviation Law. It surveys the state of the
discipline including contemporary and emerging areas of law,
regulation, and public policy in air transportation. Each
chapter begins with an overview of the international law
applicable to the subject matter, followed, where appropriate,
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by a comparative examination of domestic statutes,
regulations, and jurisprudence. The objective of the book is to
identify and summarize existing areas within the context of
international research, and to identify and highlight emerging
areas. Both practical and theoretical in scope, the Routledge
Handbook of Public Aviation Law will be of great relevance to
scholars, researchers, lawyers, and policy makers with an
interest in aviation law.
Making aviation security more cost-effective is hampered by a
lack of understanding of the costs and benefits of security
interventions. Moreover, there will always be considerable
uncertainty about terrorists{u2019} capabilities and
decisionmaking, security system performance, and the
tangible and intangible costs of security measures. This
volume focuses on exploring ways to use cost-benefit and
other types of analysis to improve aviation security
decisionmaking in spite of such uncertainties. The authors
present a set of analyses that discuss how historical data on
aviation security can inform security planning; examine ways
to address uncertainty about the costs of security measures;
discuss the ways in which different layers of a security system
interact; offer a method for incorporating deterrence into the
assessment of security measures via the concept of a riskreduction threshold, using the Federal Air Marshal Service as
an example; examine tradeoffs between intended and
unintended consequences of security measures, using a
trusted traveler program as an example; and discuss the
merits of high- versus low-resolution models of aviation
terrorism for informing policy. These analyses contribute to
filling some of the current gaps in the assessment of the
costs, benefits, and efficiency of aviation security measures
and strategies.
This highly readable work provides a fascinating history of
international airline terrorism, and examines the ways in
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which airlines and governments are attempting to cope with
the problem. St. John provides a detailed account of the
evolution of air piracy, and profiles the eight types of hijackers
and how they can be recognized. Current safety measures
and policies are analyzed for countries throughout the world,
and a coordinated seven-stage plan is proposed to combat
future terrorism. Other topics addressed include the hijacked
plane and its victims, responses, and government policies
that often encourage terrorism.
It has, improbably, been called uncommonly lucid, even
riveting by The New York Times, and it was a finalist for the
2004 National Book Awards nonfiction honor. It is a literally
chilling read, especially in its minute-by-minute description of
the events of the morning of 9/11 inside the Twin Towers.It is
The 9/11 Commission Report, which was, before its
publication, perhaps one of the most anticipated government
reports of all time, and has been since an unlikely bestseller.
The official statement by the National Commission on
Terrorist Attacks Upon the United States-which was instituted
in late 2002 and chaired by former New Jersey Governor
Thomas Kean-it details what went wrong on that day (such as
intelligence failures), what went right (the heroic response of
emergency services and self-organizing civilians), and how to
avert similar future attacks.Highlighting evidence from the
day, from airport surveillance footage of the terrorists to
phone calls from the doomed flights, and offering details that
have otherwise gone unheard, this is an astonishing firsthand
document of contemporary history. While controversial in
parts-it has been criticized for failing to include testimony from
key individuals, and it completely omits any mention of the
mysterious collapse of WTC 7-it is nevertheless an essential
record of one of the most transformational events of modern
times.
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Are We Safe Enough? Measuring and Assessing
Aviation Security explains how standard risk analytic
and cost-benefit analysis can be applied to aviation
security in systematic and easy-to-understand steps.
The book evaluates and puts into sensible context
the risks associated with air travel, the risk appetite
of airlines and regulators and the notion of
acceptable risk. It does so by describing the
effectiveness, risk reduction and cost of each layer
of aviation security, from policing and intelligence to
checkpoint passenger screening to arming pilots on
the flight deck. Quantifies the risks, costs and
benefits of various aviation security methods,
including policing, intelligence, PreCheck, checkpoint
passenger screening, behavioral detection, air
marshals and armed pilots Focuses on security
measures that reduce costs without reducing
security, including PreCheck, Federal Flight Deck
Officer program and Installed Physical Secondary
Barriers Features risk-reduction insights with global
applications that are fully transparent, and fully
explored through sensitivity analysis
This House hearing was focused on examining the
risk that insider threats pose to America's aviation
system. When considering threats facing America's
aviation sector, it is critical that we consider the
security threats emanating from inside the sector
itself. Insider threats can manifest themselves in a
variety of ways, including drug and weapon
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smuggling, human trafficking, terror plots, and
others. For example, in 2013, Terry Loewen, an
avionics technician at Wichita Mid-Continent Airport,
was arrested by the FBI for plotting a suicide attack
using a vehicle-borne improvised explosive device.
Loewen intended to use his airport credentials to
gain access to the tarmac and detonate the truck
near aircraft and the passenger terminal during peak
holiday travel to maximize casualties. In 2014,
Eugene Harvey, a baggage handler at HartsfieldJack-son International Airport, smuggled 153
firearms, including AK-47 assault weapons, on 17
flights between Atlanta and New York. Harvey was
able to bring the guns into the sterile area of the
airport using a secure identification display area, or
SIDA badge, because he was not subjected to
physical security screening. Additionally, in May
2018, 10 airline employees at Dallas/Fort Worth
International Airport were indicted as part of an FBI
undercover operation. The employees believed they
were smuggling methamphetamines. One of the
employees who was indicted said he would be able
to smuggle guns as well, and another told
undercover agents he would be willing to smuggle
explosives for the right price. That is truly
frightening.This compilation includes a reproduction
of the 2019 Worldwide Threat Assessment of the
U.S. Intelligence Community.Over the past few
years, progress has certainly been made to address
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these gaps, especially with respect to preemployment vetting and screening of aviation
workers before entering the secure area of the
airport.However, the fact that these insider threats
continue to manifest would seem to indicate that the
current system has not proven to be a sufficient
deterrent for employees with malicious intent.
Historically, most terrorist attacks on civilian targets
have involved the use of firearms or explosives, and
current defensive strategies are aimed at preventing
attacks perpetrated by such means. However, the
use of the nerve agent sarin in 1995 to attack the
Tokyo subway system, the use of the U.S. mail in
2001 to distribute letters containing anthrax spores,
and the discovery in 2004 of the biological toxin ricin
in U.S. Senate Office Buildings in Washington, D.C.,
demonstrate that chemical and biological agents
have been added to terrorists' arsenals. Attacks
involving chemical/biological agents are of great
concern, not only because of the potential for mass
casualties but also because there is no strategy or
technology fielded today that can respond
adequately to this threat. As the United States and
other countries reassess the security measures they
have in place to prevent or defend against such
attacks, the risks to the air transportation system as
a primary target become clear. Defending the U.S.
Air Transportation System Against Chemical and
Biological Threats is an exploration of defensive
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strategies that could be used to protect air
transportation spaces (specifically, airport terminals
and aircraft) against attack with chemical or
biological agents and makes recommendations with
respect to the role of TSA in implementing these
strategies.
Final report of the National Commission on Terrorist
Attacks upon the United States.
After 9/11, the United States opted for a higher level
of security, especially for the transportation sector,
since significant damage to the transportation
infrastructure in the form of death and injury to
passengers and, collaterally, damage to persons and
property threatens to undermine the American
economy and society. This work attempts to offer
economic analysis techniques that would help in the
formulation of air security policy and efficient
management applications.
Practical Aviation Security: Predicting and
Preventing Future Threats, Third Edition is a
complete guide to the aviation security system, from
crucial historical events to the policies, policymakers,
and major terrorist and criminal acts that have
shaped the procedures in use today, as well as the
cutting edge technologies that are shaping the
future. This text equips readers working in airport
security or other aviation management roles with the
knowledge to implement effective security programs,
meet international guidelines, and responsibly
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protect facilities or organizations of any size. Using
case studies and practical security measures now in
use at airports worldwide, readers learn the effective
methods and the fundamental principles involved in
designing and implementing a security system. The
aviation security system is comprehensive and
requires continual focus and attention to stay a step
ahead of the next attack. Practical Aviation Security,
Third Edition, helps prepare practitioners to enter the
industry and helps seasoned professionals prepare
for new threats and prevent new tragedies. Covers
commercial airport security, general aviation and
cargo operations, threats, threat detection and
response systems, as well as international security
issues Lays out the security fundamentals that can
ensure the future of global travel and commerce
Applies real-world aviation experience to the task of
anticipating and deflecting threats Includes updated
coverage of security related to spaceport and
unmanned aerial systems, focusing on IACO
(International Civil Aviation Organization) security
regulations and guidance Features additional and
updated case studies and much more
Airport Security by Dr. Stacey L. Tyler Airport Security:
Passenger Screening and Governance Post 9/11 provides
knowledge of governance, terrorism, security, and democratic
principles in the passenger screening processes by the
Department of Homeland Security, Transportation Security
Administration, and air carriers. This book identifies the
inadequate security measure designs, resulting from
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legislation, implemented by the Transportation Security
Administration (TSA), and the Department of Homeland
Security (DHS). These security measures impose risk to our
passengers daily as their principle provider of airport
screening services. The author has over 20 years of
professional experience in the airline industry. She started as
a Ticketing Agent and progressed to General Manager for
various airlines and vendor services. The truth is, despite
current best practices and policies, dangerous items, and
contraband continue to find its way past the screening areas
of many airports and into secure areas. As a New Jersey
Women Owned Small Business and Women-Owned Minority
Business entrepreneur, The Interactive Intelligence
Corporation is dedicated to assisting policy makers,
administrators, and airport and airline management with
examining and preventing the exploitation of weaknesses in
the current system, increasing the efficiency and
effectiveness in identifying and responding to emerging
threats, and producing greater public satisfaction.
Accurate, comprehensive, thought-provoking beyond belief. A
long overdue inside look at a layered aviation security system
plagued with misconception and vulnerabilities...the reference
'bible' for anyone looking to identify the flaws in the aviation
security system.--Captain Stephen A. Luckey, Chairman,
National Security Committee, Air Line Pilots Assoc. Int'lThe
terrorist' devastating attacks of September 11, 2001, did not
succeed because they were so good, but because the state
of the U.S. aviation security system was so bad. Thomas lays
out the cost of complacency and shows how remaining holes
in aviation security can be plugged.--David Evans, Editor, Air
Safety Week...packed with facts about the state of security or
insecurity in aviation...I would strongly encourage everyone
involved with the aviation industry to read this book.--Fred
Ragsdale, Program Director, Training, National Terrorism
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Preparedness Institute, St. Petersburg CollegeThe events of
September 11 compelled the American public to look at air
travel as much more than merely another way of getting from
point A to point B. An industry that was previously viewed as
a routine component of modern transport is now seen as both
a vital national asset and a vulnerable security risk. In this
probing critique of aviation security since 9/11, Andrew R.
Thomas, a globally recognized aviation security expert,
examines the recent overhaul of the national aviation security
system.Despite the complete federal takeover of aviation
security in November 2001, Thomas notes many continuing
problems, including: millions of passenger bags that are still
not screened or matched; the unresolved problem of air rage
and unruly passenger behavior; the forgotten chasm of air
cargo, which remains largely unchecked due to inadequate
resources; and lax standards, the hiring of high-risk
employees, and the failure to secure critical areas in many of
our nation's airports.Thomas also considers many of the
proposed solutions to these vulnerabilities: biometrics,
profiling, air marshals, bomb-detection devices, and smart
technology that links reservations systems to private and
government databases. How practical are these proposals?
Will they work? What will they cost? How much time will be
needed to implement any or all of them? In light of the
restructuring of airline security, what new roles will be played
by the airline industry, government, airports, and the
Transportation Security Administration? Thomas's thorough
analysis and command of all the facts create an enlightening
overview of the airline security dilemma and its numerous
formidable challenges.Finally, he considers the future,
outlining a strategic approach for government and industry to
meet new and existing threats while continuing to serve the
public in an efficient manner.Andrew R. Thomas (Brecksville,
OH), coauthor of Air Rage: Crisis in the Skies, is a global
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business expert, aviation security analyst, Founding Editor of
the Journal of Transportation Security, Editor of the 3 Volume
Set Aviation Security Management in the 21st Century, and
author. He is a frequent contributor to the Fox News Channel
and has appeared on more than 150 television and radio
programs across the country, including The O'Reilly Factor,
On the Record with Greta van Susteren, and Court TV. He
currently serves on the graduate faculties of Cleveland State
University and Myers University. For more information, see
www.AviationInsecurity.com.
Airport, Aircraft, and Airline Security, 2ed is a comprehensive
study of every aspect of modern aviation security. Topics are
presented from a historical perspective and examined through
a down-to-earth practical approach to solving current
problems.
Presents a review of airline security in the events leading up
to September 11th and details the current weaknesses and
oversights that plague the airline security systems in place
today.
Considered the definitive handbook on the terrorist threat to
commercial airline and airport security, Colonel Kathleen
Sweet's seminal resource is now updated to include an
analysis of modern day risks, as well an examination of the
plethora of changes made to air security policies, practices,
and regulations since 9/11. She covers the history of aviation
security and compares current in-flight security practices with
those of other countries. In addition to cargo and passenger
security, the text looks at airport and aviation business
practices and how security considerations are factored into
business processes. New regulations for the Transportation
Security Administration are also detailed.
An international security expert focuses on the principal air
terrorist acts since the mid-1980s.
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However, the forces of law have failed to keep
ahead of advancing threats. As hijacking has
become more difficult, terrorists have adopted new
tactics, such as sabotage bombing. Thus, while the
1960s and the 1970s were the age of aircraft
hijackings, the 1980s could be said to be the age of
sabotage bomb attacks in civil aviation history.
The second edition of Practical Aviation Security is a
complete guide to the aviation security system, from
crucial historical events to the policies, policymakers,
and major terrorist and criminal acts that have
shaped the procedures in use today. The tip-of-thespear technologies that are shaping the future are
also addressed. This text equips readers in airport
security or other aviation management roles with the
knowledge to implement the effective security
programs, to meet international guidelines, and to
responsibly protect facilities or organizations of any
size. Using case studies and practical security
measures now in use at airports worldwide, readers
learn the effective methods and the fundamental
principles involved in designing and implementing a
security system. The aviation security system is
comprehensive and requires continual focus and
attention to stay a step ahead of the next attack.
Practical Aviation Security, Second Edition helps
prepare practitioners to enter the industry, and helps
seasoned professionals prepare for new threats and
prevent new tragedies. Covers commercial airport
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security, general aviation and cargo operations,
threats, and threat detection and response systems,
as well as international security issues Lays out the
security fundamentals that can ensure the future of
global travel and commerce Applies real-world
aviation experience to the task of anticipating and
deflecting threats
Pursuant to a congressional request, GAO: (1)
evaluated the Federal Aviation Administration's
(FAA) methodology for assessing security at foreign
airports, focusing on those airports at high risk of
terrorist and other criminal activities; and (2)
provided information on how the Department of State
used its Anti-Terrorism Assistance Program funds to
enhance foreign airport security. GAO found that: (1)
FAA revised its foreign airport assessment guidance
in 1987 to promote more comprehensive
documentation of compliance with International Civil
Aviation Organization (ICAO) standards, an
inspection team approach, and increased rapport
between inspectors and foreign security officials; (2)
FAA inspectors interviewed various foreign
government, airport, and security officials, observed
various security measures, and toured airport
perimeters to assess airport security; (3) FAA
inspectors did not test the operational effectiveness
of security systems or observe and evaluate the
security tests conducted by foreign airport officials;
and (4) FAA conducted about 600 assessments of
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200 airports during 1986 and 1987, concluded that
most airports met ICAO standards, and suggested
100 security enhancements at 33 of the 54 highestthreat airports. GAO also found that: (1) through
fiscal year 1987, State's Anti-Terrorism Assistance
Program provided aviation security training to about
500 persons from 19 countries and provided aviation
security equipment worth $2.8 million to 18
countries; and (2) State generally provided such
training through requests from foreign governments,
since FAA did not formally notify State of specifics
on training needs identified during security
assessments.
In the timeline relevant to Billie H. Vincent’s watch,
terrorist attacks against world aviation are on the
rise. Vincent weaves his plot with the motives of
these radicals, their causes, and the religious biases
for extremist Islamic Jihadist attacks on a global
scale to his protagonist’s story. Billie has his hands
full dealing with these threats and helping out other
nations in their aviation security efforts. The threats
and attacks, in actual terms, have left a permanent
impact on Western society and aviation in particular.
Vincent knows all the ins and outs of the business.
His book is replete with all the hardcore technology
that are an aficionado’s dream, the LED monitors
light up the twilight world of the first line of defense
for all airline passengers against all who might
threaten the security of airports and airlines. Billie
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and an international company of aviation security
experts come up against the attempted bombing of
an international Pan-American Airlines flight to Rio
de Janerio. Over the previous two weeks they had
been investigating a bomb that exploded on a flight
out of Tokyo’s Narita airport that killed a Japanese
youth going to a vacation in Hawaii. Vincent faces a
new generation of terrorists of the era – bombs
sneaked in a variety of ingenious ways into the
planes and terminals abound in this dangerous
world. Will he and his elite profession of dedicated
men and women be able to stand up against all
aviation security threats? The answer is, they will
have to because the lives of innocents are at stake.
Billie shows readers exactly how in this gripping
Bombers, Hijackers, Body Scanners, And Jihadists.
Comprehensive review of the history of aviation
security including terrorism. Including an outline of
passenger/cargo screening and airport facilities
security.
This report assesses the operational performance of
explosives-detection equipment and hardened unitloading devices (HULDs) in airports and compares
their operational performance to their laboratory
performance, with a focus on improving aviation
security.
There are broadly four strategic issues in aviation: safety;
security; environmental protection; and sustainability in air
transport. These issues will remain for a long time as key
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considerations in the safe, regular, efficient and economic
development of air transport. Within these four broad
categories come numerous subjects that require attention of
the aviation industry as well as the States. In six chapters,
this book engages in detailed discussions on these subjects
as they unravelled in events of recent years. The issue of
safety is addressed first, following an introduction of the
regulatory regime covering the four issues. Within the area of
safety, the book covers such areas as safety management
systems, safety and aeromedicine, safety and meteorology,
the use of airspace, unmanned aircraft systems and safety
oversight audits. In the security area, subjects covered
include cyber terrorism, the integrity of travel documents, full
body scanners, civil unrest and aviation, the suppression of
unlawful acts on board aircraft and the financing of terrorism.
The chapter on the environment focuses mainly on climate
change - particularly on carbon credits, market based
measures, the carbon market and emissions trading schemes
and their effect on air transport. Finally, the chapter on
sustainability discusses in detail market access along with
such issues as slot allocation, open skies, the use of
alternative fuels as an economic measure and corporate
foresight. The concluding chapter wraps up with a discussion
on where air transport is headed.
Aviation and Airport SecurityTerrorism and Safety Concerns,
Second EditionCRC Press
The Definitive Handbook on Terrorist Threats to Commercial
Airline and Airport SecurityConsidered the definitive
handbook on the terrorist threat to commercial airline and
airport security, USAF Lieutenant Colonel Kathleen Sweet‘s
seminal resource is now updated to include an analysis of
modern day risks. She covers the history of aviation security
This book sheds light on aviation security, considering both
technologies and legal principles. It considers the protection
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of individuals in particular their rights to privacy and data
protection and raises aspects of international law, human
rights and data security, among other relevant topics.
Technologies and practices which arise in this volume include
body scanners, camera surveillance, biometrics, profiling,
behaviour analysis, and the transfer of air passenger
personal data from airlines to state authorities. Readers are
invited to explore questions such as: What right to privacy
and data protection do air passengers have? How can air
passenger rights be safeguarded, whilst also dealing
appropriately with security threats at airports and in
airplanes? Chapters explore these dilemmas and examine
approaches to aviation security which may be transferred to
other areas of transport or management of public spaces,
thus making the issues dealt with here of paramou nt
importance to privacy and human rights more broadly. The
work presented here reveals current processes and
tendencies in aviation security, such as globalization,
harmonization of regulation, modernization of existing data
privacy regulation, mechanisms of self-regulation, the growing
use of Privacy by Design, and improving passenger
experience. This book makes an important contribution to the
debate on what can be considered proportionate security,
taking into account concerns of privacy and related human
rights including the right to health, freedom of movement,
equal treatment and non-discrimination, freedom of thought,
conscience and religion, and the rights of the child. It will be
of interest to graduates and researchers in areas of human
rights, international law, data security and related areas of law
or information science and technology. I think it will also be of
interest to other categories (please see e.g. what the
reviewers have written) "I think that the book would be of
great appeal for airports managing bodies, regulators, Civil
Aviation Authorities, Data Protection Authorities, air carriers,
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any kind of security companies, European Commission
Transport Directorate, European Air Safety Agency (EASA),
security equipment producers, security agencies like the US
TSA, university researchers and teachers." "Lawyers
(aviation, privacy and IT lawyers), security experts, aviation
experts (security managers of airports, managers and officers
from ANSPs and National Aviation Authorities), decision
makers, policy makers (EASA, EUROCONTROL, EU
commission)"
The response of the U.S. federal government to the events of
September 11, 2001 has reflected the challenge of striking a
balance between implementing security measures to deter
terrorist attacks while at the same time limiting disruption to
air commerce. Airport and Aviation Security: U.S. Policy and
Strategy in the Age of Global Terrorism is a comprehensive
reference that examines the persistent threats to aviation
security that led up to the terrorist attacks of September 11th,
describes subsequent terror plots against aviation assets,
and explores U.S. efforts to counter and mitigate these
threats. Addressing the homeland security challenges facing
the U.S. in the age of terrorism, this text explores: Security
protocol prior to 9/11 Precursors to 9/11 The rising threat of Al
Qaeda Tactical and congressional response to 9/11, including
new legislation The broader context of risk assessment
Intelligence gathering Airport security, including passenger,
baggage, and employee screening Airline in-flight security
measures Airport perimeter security The threat of shoulderfired missiles Security for GA (general aviation) operations
and airports Beginning with a historical backdrop describing
the dawn of the age of global terrorism in the 1960s and
continuing up until the present time, the book demonstrates
the broad social and political context underlying recent
changes in the aviation security system as a direct result of
the 9/11 attacks. Coverage examines ongoing threats and
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vulnerabilities to the aviation infrastructure, including an
exploration of how past terrorist incidents have come to
shape U.S. policy and strategy.
This book addresses new technologies being considered by
the Federal Aviation Administration (FAA) for screening
airport passengers for concealed weapons and explosives.
The FAA is supporting the development of promising new
technologies that can reveal the presence not only of metalbased weapons as with current screening technologies, but
also detect plastic explosives and other non-metallic threat
materials and objects, and is concerned that these new
technologies may not be appropriate for use in airports for
other than technical reasons. This book presents discussion
of the health, legal, and public acceptance issues that are
likely to be raised regarding implementation of improvements
in the current electromagnetic screening technologies,
implementation of screening systems that detect traces of
explosive materials on passengers, and implementation of
systems that generate images of passengers beneath their
clothes for analysis by human screeners.
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