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Asymmetric Warfare Threat And Response In The
21st Century
How three key figures in Moscow, Beijing, and Tehran built ruthless irregular
warfare campaigns that are eroding American power. In Three Dangerous Men,
defense expert Seth Jones argues that the US is woefully unprepared for the
future of global competition. While America has focused on building fighter jets,
missiles, and conventional warfighting capabilities, its three principal
rivals—Russia, Iran, and China—have increasingly adopted irregular warfare: cyber
attacks, the use of proxy forces, propaganda, espionage, and disinformation to
undermine American power. Jones profiles three pioneers of irregular warfare in
Moscow, Beijing, and Tehran who adapted American techniques and made huge
gains without waging traditional warfare: Russian Chief of Staff Valery
Gerasimov; the deceased Iranian Major General Qassem Soleimani; and vice
chairman of China’s Central Military Commission Zhang Youxia. Each has spent
his career studying American power and devised techniques to avoid a
conventional or nuclear war with the US. Gerasimov helped oversee a
resurgence of Russian irregular warfare, which included attempts to undermine
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the 2016 and 2020 US presidential elections and the SolarWinds cyber attack.
Soleimani was so effective in expanding Iranian power in the Middle East that
Washington targeted him for assassination. Zhang Youxia presents the most
alarming challenge because China has more power and potential at its disposal.
Drawing on interviews with dozens of US military, diplomatic, and intelligence
officials, as well as hundreds of documents translated from Russian, Farsi, and
Mandarin, Jones shows how America’s rivals have bloodied its reputation and
seized territory worldwide. Instead of standing up to autocratic regimes, Jones
demonstrates that the United States has largely abandoned the kind of
information, special operations, intelligence, and economic and diplomatic action
that helped win the Cold War. In a powerful conclusion, Jones details the key
steps the United States must take to alter how it thinks about—and engages
in—competition before it is too late.
The concept of asymmetrical warfare is a popular and much discussed issue in
U.S. defense literature these days. Joint Vision 2010 (JV 2010),2 the
Quadrennial Defense Review (QDR),3 and the National Military Strategy (NMS)4
are just a few of the documents that express concern about it. Understandably,
the Secretary of Defense has made addressing the phenomenon a central theme
of his administration. All of that said, what exactly is meant by asymmetrical
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warfare? In broad terms it simply means warfare that seeks to avoid an
opponent's strengths; it is an approach that tries to focus whatever may be one
side's comparative advantages against its enemy's relative weaknesses.5 In a
way, seeking asymmetries is fundamental to all warfighting. But in the modern
context, asymmetrical warfare emphasizes what are popularly perceived as
unconventional or nontraditional methodologies. For most potential adversaries,
attacking the United States asymmetrically is the only warfighting strategy they
might reasonably consider for the foreseeable future. The Gulf War was an object
lesson to military planners around the globe of the futility of attempting to confront
the United States symmetrically, that is, with like forces and orthodox tactics. In
this essay I briefly examine how the West's cultural disposition and mindset affect
its concept of asymmetrical warfare. I contend that the West's current focus may
leave it vulnerable to asymmetrical challenges that arise from opponents whose
cultural perspective differs significantly from that of the West.
New threats require new thinking. State attacks involving long-range missiles or
conventional military forces are not the only threat to the U.S. homeland. Covert
attacks by state actors, state use of proxies, independent terrorist and extremist
attacks by foreign groups or individuals--and even by residents of the United
States--are significant issues for future U.S. security. In this comprehensive work,
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Cordesman offers a range of recommendations, from reevaluating what
constitutes a threat and bolstering homeland defense measures, to improving
resource allocation and sharpening intelligence.
In recent years, the nature of conflict has changed. Through asymmetric warfare
radical groups and weak state actors are using unexpected means to deal
stunning blows to more powerful opponents in the West. From terrorism to
information warfare, the Wests air power, sea power and land power are open to
attack from clever, but much weaker, enemies. In this clear and engaging
introduction, Rod Thornton unpacks the meaning and significance of asymmetric
warfare, in both civilian and military realms, and examines why it has become
such an important subject for study. He seeks to provide answers to key
questions, such as how weaker opponents apply asymmetric techniques against
the Western world, and shows how the Wests military superiority can be
seriously undermined by asymmetric threats. The book concludes by looking at
the ways in which the US, the state most vulnerable to asymmetric attack, is
attempting to cope with some new battlefield realities. This is an indispensable
guide to one of the key topics in security studies today.
Asymmetric warfare, involving conflicts where smaller powers apply their
strengths against the weaknesses of a more powerful opponent, has become a
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key modern concern since the September 11th attacks. Conflict in Afghanistan
tackles this issue by examining the five wars Afghanistan has waged against
foreign powers over the past two centuries, all of which have involved forms of
asymmetric warfare. Incorporating contemporary documents and material from
Soviet archives, the text analyzes each war’s antecedents, conduct, and
consequences. Important questions are asked about the role of religious beliefs,
fanaticism, diplomacy, governmental decision-making and military competence,
issues that have great contemporary relevance. The book provides an
illuminating commentary of Afghanistan’s wars and examines the relevance of
these conflicts to the modern-day challenge of counter-insurgency and
asymmetric warfare.
As the confluence of networks that is the modern Internet grows to encompass
everything from nuclear reactors to home appliances, the affordances offered to
the average citizen grow as well--but so, too, do the resources made available to
those with malicious intent. Through the rise of Big Data and the Internet of
Things, terrorist organizations today have been freed from geographic and
logistical confines and now have more power than ever before to strike the
average citizen directly at home. This, coupled with the inherently asymmetrical
nature of cyberwarfare--which grants great advantage to the attacker--has
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created an unprecedented national security risk that both governments and their
citizens are woefully ill-prepared to face. The Handbook of Research on Civil
Society and National Security in the Era of Cyber Warfare addresses the problem
of cyber terrorism head-on, first through a review of current literature, and then
through a series of progressive proposals aimed at researchers, professionals,
and policymakers. Touching on such subjects as cyber-profiling, hacktivism, and
digital counterterrorism, this collection offers the tools to begin formulating a
ground-up resiliency to cybersecurity threats that starts at the civilian level.
In war, there are always differences between the opponents. At times these are
insignificant, passing disparities with no bearing on the outcome. At other times,
the differences between opponents are important, placing one in a position of
advantage, the other at a disadvantage. This is a very simple observation, but
from it flows one of the pressing issues faced by the United States today:
strategic asymmetry. Strategic asymmetry is the use of some sort of difference to
gain an advantage over an adversary. It is an idea as old as warfare itself,
appearing under a number of guises. Among strategic theorists, Sun Tzu placed
great stock in psychological and informational asymmetry, writing that: All warfare
is based on deception. When confronted with an enemy one should offer the
enemy a bait to lure him; feign disorder and strike him. When he concentrates,
Page 6/25

File Type PDF Asymmetric Warfare Threat And Response In The 21st
Century
prepare against him; where he is strong. avoid him.
The Israel Yearbook on Human Rights- an annual published under the auspices
of the Faculty of Law of Tel Aviv University since 1971- is devoted to publishing
studies by distinguished scholars in Israel and other countries on human rights in
peace and war, with particular emphasis on problems relevant to the State of
Israel and the Jewish people.
This monograph analyzes the effectiveness of operational campaign design against an
asymmetrical threat during the 1968 Tet Offensive. The focus is on conceptual
elements of campaign design that are derived from theory, which incorporate the
particulars of military history to the general truth of warfare. Effective campaign
execution is dependent, in part, on effective campaign design that set of theoretical and
doctrinal precepts that define the concerns of the operational planner. The monograph
identifies lessons learned from this period that are applicable to current U.S. Joint and
Army doctrine as well as lessons for planners and executors of U.S. military action
under the American system of civilian control of the military. First, the monograph
demonstrated the complex nature of asymmetric warfare. Finding and creating
vulnerabilities and attacking those vulnerabilities with inherent strengths is the key to
asymmetric warfare. Secondly, the monograph discussed the elements of campaign
design that are derived from theory, which incorporate the particulars of military history
to the general truth of warfare. Some of the more common conceptual actions are to
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understand the type and scope of conflict, define the enemy and friendly center of
gravity, identify possible culminating points, select lines of operation, determine
decisive points, and understanding the dangers of paralysis commonly known as cyber
shock. The third section identifies the strategy and identifies particular military
objectives identified by the North Vietnamese.
U.S. naval forces must be prepared to respond to a broad array of threats. Of
increasing importance are those from chemical and biological warfare (CW and BW).
To help review its current state of preparedness, the Chief of Naval Operations asked
the National Research Council (NRC) to assess the U.S. Navyâ€™s defense capabilities
against CW and BW threats. In particular to what extent are they being developed to
enable naval forces to sense and analyze quickly the presence of chemical and
biological agents, withstand or avoid exposure to such agents, deal with contamination
under a broad spectrum of operational conditions, and over what period will these
capabilities be realized. This report presents the results of that assessment. It provides
an overview of the potential threats, and an evaluation of the Navyâ€™s operations, nonmedical programs, and medical countermeasures designed to confront those threats.
The report also presents a series of general and specific findings and recommendations
based on these assessments.
A Sino-U.S. war could take various, and unintended, paths. Because intense, reciprocal
conventional counterforce attacks could inflict heavy losses and costs on both sides,
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leaders need options and channels to contain and terminate fighting.
PART I The superpower and asymmetry - PART II Jus ad bellum, jus in bello, jus post
bellum - PART III Leadership and accountability - PART IV Soldiers’ perspectives PART V Ethical Education and Decision-making for the Military - PART VI Stress and
trauma - PART VII The media - PART VIII Democracy under Scrutiny - PART IX In
Hindsight
Nuclear, biological, and chemical (NBC) weapons delivered covertly by terrorists or
hostile governments pose a significant and growing threat to the United States and
other countries. Although the threat of NBC attack is widely recognized as a central
national security issue, most analysts have assumed that the primary danger is military
use by states in war, with traditional military means of delivery. The threat of covert
attack has been imprudently neglected.Covert attack is hard to deter or prevent, and
NBC weapons suitable for covert attack are available to a growing range of states and
groups hostile to the United States. At the same time, constraints on their use appear to
be eroding. This volume analyzes the nature and limits of the covert NBC threat and
proposes a measured set of policy responses, focused on improving intelligence and
consequence-management capabilities to reduce U.S. vulnerability.About the authors:
Richard A. Falkenrath is Assistant Professor of Public Policy at Harvard's Kennedy
School of Government. He served as Executive Director of the Belfer Center for
Science and International Affairs (BCSIA) and, before that, as a Research Fellow. He is
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the author and co-author of Shaping Europe's Military Order (1995), Avoiding Nuclear
Anarchy (1996), America's Achilles' Heel:Nuclear, Biological, Chemical Terrorism and
Covert Attack (1998), and numerous journal articles and chapters of edited volumes.
Falkenrath has been a Visiting Research Fellow at the German Society of Foreign
Affairs (DGAP) in Bonn. He holds a PhD from the Department of War Studies, King's
College, London, where he was a British Marshall Scholar, and is a summa cum laude
graduate of Occidental College, Los Angeles, with degrees in economics and
international relations. He is on leave in 2001-2002 and is currently serving as Director
for Counterproliferation and Homeland Defense at the National Security
Council.Bradley A. Thayer is Assistant Professor of Political Science at the University of
Minnesota, Duluth.
The key argument of deterrence theory is that the military superiority of a relatively
strong power, coupled with a credible retaliatory threat, will prevent attack. This text's
challenge of the assumption has wide implications for the study of war, deterrence,
diplomacy and strategy.
RAND Arroyo Center has analyzed U.S. Army Training and Doctrine Command's
program of homeland security games, seminars, and workshops. The insights and
issues raised here highlight new and emerging threats and vulnerabilities to the
physical security of the United States.
Attacks in London, Madrid, Bali, Oklahoma City and other places indicate that
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improvised explosive devices (IEDs) are among the weapons of choice of terrorists
throughout the world. Scientists and engineers have developed various technologies
that have been used to counter individual IED attacks, but events in Iraq and elsewhere
indicate that the effectiveness of IEDs as weapons of asymmetric warfare remains. The
Office of Naval Research has asked The National Research Council to examine the
current state of knowledge and practice in the prevention, detection, and mitigation of
the effects of IEDs and make recommendations for avenues of research toward the
goal of making these devices an ineffective tool of asymmetric warfare. The book
includes recommendations such as identifying the most important and most vulnerable
elements in the chain of events leading up to an IED attack, determining how resources
can be controlled in order to prevent the construction of IEDs, new analytical methods
and data modeling to predict the ever-changing behavior of insurgents/terrorists, a
deeper understanding of social divisions in societies, enhanced capabilities for
persistent surveillance, and improved IED detection capabilities.
How do the weak win wars? The likelihood of victory and defeat in asymmetric conflicts
depends on the interaction of the strategies weak and strong actors use. Using statistical and
in-depth historical analyses of conflicts spanning two hundred years, in this 2005 book Ivan
Arregúin-Toft shows that, independent of regime type and weapons technology, the interaction
of similar strategic approaches favors strong actors, while opposite strategic approaches
favors the weak. This approach to understanding asymmetric conflicts allows us to makes
sense of how the United States was able to win its war in Afghanistan (2002) in a few months,
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while the Soviet Union lost after a decade of brutal war (1979–89). Arreguín-Toft's strategic
interaction theory has implications not only for international relations theory, but for policy
makers grappling with interstate and civil wars, as well as terrorism.
"This book offers perspective on the difficult geopolitical and geostrategic conditions and
review how new type of warfare - Fourth Generation War - has drastic impact on the Alliance
military and defense doctrines contributing to the understanding of the transformation of
regional security environment in aegis of the Euro-Atlantic Community"-PRINT FORMAT ONLY NOTE: NO FURTHER DISCOUNT FOR THIS PRINT
PRODUCT--OVERSTOCK SALE-- Significantly reduced list price while supplies last Presents
fifteen papers from the 2007 Conference of Army Historians. Examines irregular warfare in a
wide and diverse range of circumstances and eras. The papers selected for this publication are
not only the best of those presented, but they also examine irregular warfare in a wide and
diverse range of circumstances and eras. Together, they demonstrate how extremism was
intimately connected to this type of warfare and how Americans have, at different times in their
history, found themselves acting as insurgents, counterinsurgents, or both. The titles of the
papers themselves reflect how often the U.S. Army has engaged in such irregular operations
despite a formal focus on conventional warfare. Using imperial British and Italian examples,
several presentations also underline how the ease of conquering lands is often no indication of
the level of effort required to pacify them and integrate them into a larger whole. Historians,
especially military historians, strategic military analysts, and students pursuing introduction to
defense history or military science classes may be interested in this volume.
It is still easy to underestimate how much the collapse of the Soviet Union and the end of the
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Cold War?--and then the terrorist attacks of September 11, 2001?--transformed the task of
American foreign and defense policymaking. In place of predictability (if a sometimes terrifying
predictability), the world is now very unpredictable. In place of a single overriding threat and
benchmark by which all else could be measured, a number of possible threats have arisen, not
all of them states. In place of force-on-force engagements, U.S. defense planners have to
assume "asymmetric" threats?--ways not to defeat U.S. power but to render it irrelevant. This
book frames the challenges for defense policy that the transformed world engenders, and it
sketches new tools for dealing with those challenges?--from new techniques in modeling and
gaming, to planning based on capabilities rather than threats, to personnel planning and
making use of "best practices" from the private sector.
This book provides a multifaceted array of answers to the question, In the ten years since the
9/11 terrorist attacks, how has America responded? In a series of essays, RAND authors lend
a farsighted perspective to the national dialogue on 9/11's legacy. The essays assess the
military, political, fiscal, social, cultural, psychological, and even moral implications of U.S.
policymaking since 9/11. Part One of the book addresses the lessons learned from America's
accomplishments and mistakes in its responses to the 9/11 attacks and the ongoing terrorist
threat. Part Two explores reactions to the extreme ideologies of the terrorists and to the fears
they have generated. Part Three presents the dilemmas of asymmetrical warfare and suggests
ways to resolve them. Part Four cautions against sacrificing a long-term strategy by imposing
short-term solutions, particularly with respect to air passenger security and counterterrorism
intelligence. Finally, Part Five looks at the effects of the terrorist attacks on the U.S. public
health system, at the potential role of compensation policy for losses incurred by terrorism, and
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at the possible long-term effects of terrorism and counterterrorism on American values, laws,
and society.--Publisher description.
As the ‘War on Terror’ evolves into the ‘Long War’ against Islamo-fascism, it demands an
enduring commitment to ensuring the security of the United States and its allies. This policy is
based on the requirement to maintain control in a fractured and unpredictable global
environment, while paying little attention to the underlying issues that lead to insecurity. It is an
approach that is manifestly failing, as the continuing problems in Afghanistan and Iraq
demonstrate. Moreover, ‘control’ implies the maintenance of a global order that focuses on
power remaining in the hands of a transnational elite community, principally focused on North
America and Western Europe, but extending worldwide. This elite largely ignores socioeconomic divisions and environmental constraints, and sees continuing stability as being best
achieved by the maintenance of the status quo, using force when necessary. This collection of
essays by Professor Paul Rogers argues that this post-Cold War security paradigm is
fundamentally misguided and unsustainable. It concludes with two new essays on the need for
a new conception of global security rooted in justice and emancipation. Global Security and the
War on Terror will be essential reading for students and scholars of security studies, the Cold
War, international relations and development studies.
This report considers the various possible forms of hybrid aggression in the Baltics and
concludes that the major vulnerability of the Baltics is to conventional aggression.
America needs better options for resolving potential crises In recent years, the Pentagon has
elevated its concerns about Russia and China as potential military threats to the United States
and its allies. But what issues could provoke actual conflict between the United States and
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either country? And how could such a conflict be contained before it took the world to the brink
of thermonuclear catastrophe, as was feared during the cold war? Defense expert Michael
O'Hanlon wrestles with these questions in this insightful book, setting them within the broader
context of hegemonic change and today's version of great-power competition. The book
examines how a local crisis could escalate into a broader and much more dangerous threat to
peace. What if, for example, Russia's “little green men” seized control of a community, like
Narva or an even smaller town in Estonia, now a NATO ally? Or, what if China seized one of
the uninhabited Senkaku islands now claimed and administered by Japan, or imposed a partial
blockade of Taiwan? Such threats are not necessarily imminent, but they are far from
inconceivable. Washington could be forced to choose, in these and similar cases, between
risking major war to reverse the aggression, and appeasing China or Russia in ways that could
jeopardize the broader global order. O'Hanlon argues that the United States needs a better
range of options for dealing with such risks to peace. He advocates “integrated deterrence,”
which combines military elements with economic warfare. The military components would
feature strengthened forward defenses as well as, possibly, limited military options against
Russian or Chinese assets in other theaters. Economic warfare would include offensive
elements, notably sanctions, as well as measures to ensure the resilience of the United States
and allies against possible enemy reprisal. The goal is to deter war through a credible set of
responses that are more commensurate than existing policy with the stakes involved in such
scenarios.

CONTENTS Foreword Introduction What is Asymmetric Warfare? Defining
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Asymmetry -- Characteristics: Disparity of Interest -- Targeting the Will of the
Opponent -- Attaining Strategic Effect on All Levels of War -- The Importance of
Effectiveness -- The Threat-Response Dynamic -- A Final Example: The Gulf
Tanker War -- Conclusions A Typology of Asymmetry: What, Who, and When?
The What: The Range of Potential Asymmetric Threats -- The Who: Regional,
Rogue, and Nonstate Actors -- The When: Likelihood During Phases of a Crisis
--Conclusions Looking in the Mirror: Where Are Our Asymmetric Vulnerabilities?
Measuring Conventional Military Superiority --Examining the Homeland
--Quantifying the Homeland: What Are the Targets? --Examining Potential
Vulnerabilities Categorizing the Threats What Are the Ten Asymmetric Threats?
--Conclusions An Option of Difficulties --Countering Asymmetric Threats Current
Initiatives: The State of Play Today -- Summarizing Current Initiatives -- Doing
Better: Beginning with Three Ideas -- Policy Recommendations -- An Option of
Difficulties? Conclusions: The Uneasy Athenians Endnotes
The U.S. National Security Strategy is the basis of a preventive solution through
global engagement, which fosters international interoperability and cooperation to
defeat complex asymmetric threats. The study examined how U.S. Army Special
Forces (SF) can advance this interoperability and cooperation, and identified
three evolving roles; Strike Force, Warrior Diplomats, and Global Scouts. As they
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transition into the 21st century, the central research question is: will U.S. Army
Special Forces need to redefine themselves in terms of mission, doctrine,
training, or organization as a result of their evolving roles conditioned by an
asymmetric threat environment? The study examined the relevance of core,
collateral, and emerging missions. It concluded that basic SF doctrine remains
sound, but the changing environment and evolving roles of SF will call for a
certain amount of refinement. Tactics, techniques, and procedures will change as
new technologies are introduced into SF organizations, but emphasis on the
human element remains essential, and SF core competencies and warrior skills
must be preserved. The study concluded with recommendations to preserve the
relevance and efficiency of SF as the premier mechanism for extending U.S.
influence in a world of increased global interaction, required to meet security
needs.
This volume of the Future of Warfare series examines significant environmental
and geographic trends that could affect U.S. national security, including the
opening of the Arctic, sea level rise, water scarcity, and increasing urbanization.
This book offers an engaging and historically informed account of the moral
challenge of radically asymmetric violence — warfare conducted by one party in
the near-complete absence of physical risk, across the full scope of a conflict
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zone. What role does physical risk and material threat play in the justifications for
killing in war? And crucially, is there a point at which battlefield violence becomes
so one-directional as to undermine the moral basis for its use? In order to
answers these questions, Asymmetric Killing delves into the morally contested
terrain of the warrior ethos and Just War Tradition, locating the historical and
contemporary role of reciprocal risk within both. This book also engages two
historical episodes of battlefield asymmetry, military sniping and manned aerial
bombing. Both modes of violence generated an imbalance of risk between
opponents so profound as to call into question their permissibility. These nowresolved controversies will then be contrasted with the UAV-exclusive violence of
the United States, robotic killing conducted in the absence of a significant military
ground presence in conflict theatres such as Pakistan, Yemen, and Somalia. As
will be revealed, the radical asymmetry of this latter case is distinct, undermining
reciprocal risk at the structural level of war. Beyond its more resolvable tension
with the warrior ethos, UAV-exclusive violence represents a fundamental
challenge to the very coherence of the moral justifications for killing in war.
The 2018 U.S. National Defense Strategy made headlines by officially
downgrading terrorism as a national security priority in favor of "inter-state
strategic competition." Many interpreted the statement as signifying a return to
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"conventional combat," yet a closer reading suggests that even state-based
competition is likely to be "irregular." Much like insurgent adversaries, states
blend separate instruments of power to offset military weakness, weaponize
narratives to ease strategic progress, and exploit social and political
contradictions to undermine and divide target societies. The effort to understand
this approach has generated new jargon-"hybrid war," "the gray zone"-yet the
United States and the West in general struggle to overcome their entrenched
presumptions about war. Such confusion constitutes an upstream source of
analytical friction with implications for how strategy is conceived and
implemented. Based on the pedagogical approach of the College of International
Security Affairs within the National Defense University, this article presents an
analytical framework to assess and respond to irregular threats. Though
terminological precision and analytical frameworks are no panacea for the
malaise facing Western strategy, it is an indispensable starting point for all that
must follow.
In recent years much has happened to justify an examination of biological
research in light of national security concerns. The destructive application of
biotechnology research includes activities such as spreading common pathogens
or transforming them into even more lethal forms. Policymakers and the scientific
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community at large must put forth a vigorous and immediate response to this
challenge. This new book by the National Research Council recommends that
the government expand existing regulations and rely on self-governance by
scientists rather than adopt intrusive new policies. One key recommendation of
the report is that the government should not attempt to regulate scientific
publishing but should trust scientists and journals to screen their papers for
security risks, a task some journals have already taken up. With biological
information and tools widely distributed, regulating only U.S. researchers would
have little effect. A new International Forum on Biosecurity should encourage the
adoption of similar measures around the world. Seven types of risky studies
would require approval by the Institutional Biosafety Committees that already
oversee recombinant DNA research at some 400 U.S. institutions. These
â€œexperiments of concernâ€ include making an infectious agent more lethal and
rendering vaccines powerless.
Three years before the September 11 bombing of the World Trade Center-a
Chinese military manual called Unrestricted Warfare touted such an attacksuggesting it would be difficult for the U.S. military to cope with. The events of
September ll were not a random act perpetrated by independent agents. The
doctrine of total war outlined in Unrestricted Warfare clearly demonstrates that
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the People's Republic of China is preparing to confront the United States and our
allies by conducting "asymmetrical" or multidimensional attack on almost every
aspect of our social, economic and political life.
A product of the Quadrennial Def. Rev. (QDR) Working Group. Assesses the
future security environment to the year 2025. Deepens knowledge of asymmetric
threats (AT) to the U.S. both at home and abroad, given their potential appeal to
likely adversaries in view of America's conventional military superiority. The
issues posed by AT should occupy a more prominent place in defense strategy
and force planning. Provides a conceptual framework for thinking about AT,
offering an approach to determining which threats should receive the greatest
attention from defense planners, and suggesting steps that the Nation should
take to address them.
In warzones, ordinary commercially-available drones are used for extraordinary
reconnaissance and information gathering. They can also be used for bombings - a
drone carrying an explosive charge is potentially a powerful weapon. At the same time
asymmetric warfare has become the norm - with large states increasingly fighting
marginal terrorist groups in the Middle East and elsewhere. Here, Nicholas Grossman
shows how we are entering the age of the drone terrorist - groups such as Hezbollah
are already using them in the Middle East. Grossman will analyse the ways in which the
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United States, Israel and other advanced militaries use aerial drones and ground-based
robots to fight non-state actors (e.g. ISIS, al Qaeda, the Iraqi and Afghan insurgencies,
Hezbollah, Hamas, etc.) and how these groups, as well as individual terrorists, are
utilizing less advanced commercially-available drones to fight powerful state opponents.
Robotics has huge implications for the future of security, terrorism and international
relations and this will be essential reading on the subject of terrorism and drone
warfare.
What happens if we bet too heavily on unmanned systems, cyber warfare, and special
operations in our defense? In today's U.S. defense policy debates, big land wars are
out. Drones, cyber weapons, special forces, and space weapons are in. Accordingly,
Pentagon budget cuts have honed in on the army and ground forces: this, after the long
wars in Iraq and Afghanistan, seems like an appealing idea. No one really wants
American boots on the ground in bloody conflicts abroad. But it is not so easy to simply
declare an end to messy land wars. A survey of the world's trouble spots suggests that
land warfare has more of a future than many now seem to believe. In The Future of
Land Warfare, Michael O'Hanlon offers an analysis of the future of the world's ground
forces: Where are large-scale conflicts or other catastrophes most plausible? Which of
these could be important enough to require the option of a U.S. military response? And
which of these could in turn demand significant numbers of American ground forces in
their resolution? O'Hanlon is not predicting or advocating big American roles in such
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operations—only cautioning against overconfidence that we can and will avoid them.
O'Hanlon considers a number of illustrative scenarios in which large conventional
forces may be necessary: discouraging Russia from even contemplating attacks
against the Baltic states; discouraging China from considering an unfriendly future role
on the Korean peninsula; handling an asymmetric threat in the South China Sea with
the construction and protection of a number of bases in the Philippines and elsewhere;
managing the aftermath of a major and complex humanitarian disaster superimposed
on a security crisis—perhaps in South Asia; coping with a severe Ebola outbreak not in
the small states of West Africa but in Nigeria, at the same time that country falls further
into violence; addressing a further meltdown in security conditions in Central America.
Examines the asymmetric strategies that future adversaries might employ and identify
potential U.S. vulnerabilities and methods to address them.
This volume combines qualitative research with the analysis of available data on trends
in modern terrorism and the use of primary sources and writings. It puts forwad an
original typology of terrorism based on the overall level of a militant group's goals and
the extent to which its terrorist activities are linked to a broader armed conflict.
This accessible handbook is the first of its kind to examine the sociological approach to
the study of the military. The contents are compiled from the work of researchers at
universities around the world, as well as military officers devoted to the sector of study.
Beginning with a review of studies prior to contemporary research, the book provides a
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comprehensive survey of the topic. The scope of coverage extends to civic-military
relations, including issues surrounding democratic control of the armed forces; military
culture; professional training; conditions and problems of minorities in the armed forces;
an examination of structural change within the military over the years including new
duties and functions following the Cold War.
This book is available as open access through the Bloomsbury Open Access
programme and is available on www.bloomsburycollections.com. Hybrid Warfare refers
to a military strategy that blends conventional warfare, so-called 'irregular warfare' and
cyber-attacks with other influencing methods, such as fake news, diplomacy and
foreign political intervention. As Hybrid Warfare becomes increasingly commonplace,
there is an imminent need for research bringing attention to how these challenges can
be addressed in order to develop a comprehensive approach towards Hybrid Threats
and Hybrid Warfare. This volume supports the development of such an approach by
bringing together practitioners and scholarly perspectives on the topic and by covering
the threats themselves, as well as the tools and means to counter them, together with a
number of real-world case studies. The book covers numerous aspects of current
Hybrid Warfare discourses including a discussion of the perspectives of key western
actors such as NATO, the US and the EU; an analysis of Russia and China's Hybrid
Warfare capabilities; and the growing threat of cyberwarfare. A range of global case
studies – featuring specific examples from the Baltics, Taiwan, Ukraine, Iran and
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Catalonia – are drawn upon to demonstrate the employment of Hybrid Warfare tactics
and how they have been countered in practice. Finally, the editors propose a new
method through which to understand the dynamics of Hybrid Threats, Warfare and their
countermeasures, termed the 'Hybridity Blizzard Model'. With a focus on practitioner
insight and practicable International Relations theory, this volume is an essential guide
to identifying, analysing and countering Hybrid Threats and Warfare.
Possible asymmetrical warfare scenarios include launching chemical, biological, or
suicide attacks; taking indiscriminate actions against critical infrastructure; using
hostages or human shields; deliberately destroying the environment; and targeting
noncombatants.".
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