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The authoritative, business-driven study resource for the tough CCDE Practical Exam CCDE
Study Guide is written and reviewed by CCDE engineers and helps you to both improve your
design skills and to study for and pass the CCDE exam. Network design is an art, combining
broad technology knowledge and experience. This book covers a broad number of
technologies, protocols and design options, and considerations that can bring these aspects
together and show how they can be used and thought about based on different requirements
and business goals. Therefore, this book does not attempt to teach foundational technology
knowledge, instead each section: Highlights, discusses, and compares the limitations and
advantages of the different design options in terms of scalability, performance, flexibility,
availability, complexity, security, and so on to simplify the job and help you understand what
technology, protocol, or design options should be selected and why, based on the business or
application requirements or to fix a broken design that need to be optimized Covers design
aspects of different protocols and technologies, and how they map with different requirements
Highlights drivers toward using these technologies whether it is intended for enterprise or
service provider network, depending on the topic and technology Using a business-driven
approach, CCDE Study Guide helps you analyze business and technical requirements and
develop network designs that are based on these business needs and goals, taking into
account both the technical and non-technical design constraints. The various "scenario-based"
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design examples discussed in this book will help you craft design approaches and
requirements analysis on such topics as converged enterprise network architectures, service
provider network architectures, and data centers. The book also addresses high availability,
IPv6, multicast, QoS, security, and network management design considerations, presenting
you with an in-depth evaluation of a broad range of technologies and environments. Whether
you are preparing for the CCDE exam or simply wish to gain better insight into the art of
network design in a variety of environments, this book helps you learn how to think like an
expert network designer as well as analyze and compare the different design options,
principles, and protocols based on different design requirements. Master a business-driven
approach to designing enterprise, service provider, and data center networks Analyze the
design impact of business, functional, and application requirements Learn from scenario-based
examples, including converged enterprise networks, service provider networks, and cloudbased data centers Overcome design limitations and fix broken designs Review design options
and considerations related to Layer 2 and Layer 3 control plane protocols Build designs that
accommodate new services and applications Consider design options for modern campus
networks, including network virtualization Design WAN edge and Internet edge blocks in
enterprise networks Review the architectural elements of a service provider-grade network
Plan MPLS VPN network environments, including L2VPN and L3VPN Interconnect different
networks or routing domains Design traditional, virtualized, and cloud-based data center
networks Interconnect dispersed data center networks to protect business continuity Achieve
appropriate levels of operational uptime and network resiliency Integrate IPv6, multicast, QoS,
security, and network management into your designs
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The definitive guide to understanding MPLS security and implementing and operating secure
MPLS networks.
PRACTICAL BGP “I would recommend this book to network engineers, Internet service
providers, network software developers, and IT staff who need to deal with network planning
and routing.” –Enke Chen, Redback Networks Hands-on guidance for deploying and
optimizing BGP networks–enterprise and ISP Now there's a practical guide to deploying and
managing BGPv4 in any environment–from small enterprises to the largest Tier 2 and Tier 3
service providers. A team of the world's leading BGP experts brings together powerful insights
into network design, configuration, and deployment with the latest version of BGP–including
hands-on guidance for leveraging its key enhancements. Coverage includes • Best practices
and diverse real-world scenarios for applying BGPv4 • Understanding the impact of BGP
design on local networks and the global Internet backbone • Building effective BGP policies:
aggregation, propagation, accounting, and more • Maximizing scalability and performance in
BGPv4 networks • BGP and network security, including Secure Origin BGP • Deploying
BGP/MPLS Layer 3 VPNs • Extensive troubleshooting guidance unavailable in any other book
If you're a network engineer or administrator looking to drive maximum reliability and
performance from BGP-based networks, Practical BGP will help you get the job done–from
start to finish. RUSS WHITE is a Network Protocols Deployment Engineer in Cisco Systems
Routing DNA Team specializing in routing protocols. A widely recognized expert in networking,
he co-chairs the IETF Routing Protocols Security working group, and co-authored Advanced IP
Network Design, IS—IS for IP Networks, and Inside Cisco IOS Software Architecture. DANNY
McPHERSON is a member of the Architecture Team at Arbor Networks. He has held technical
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leadership positions with several global ISPs, is active within the IETF, and is an
acknowledged expert in Internet architecture and security. He co-authored Internet Routing
Architectures, Second Edition. SRIHARI SANGLI, Senior Manager for MPLS and routing
development at Procket Networks, was formerly Senior Technical Leader in Cisco's IOS
Routing Protocols group. He, along with others at Cisco, coded the industry-first
implementation of BGP/MPLS based Layer-3 VPN.
Annotation "EIGRP Network Design Solutions uses case studies and real-world configuration
examples to help you gain an in-depth understanding of the issues involved in designing,
deploying, and managing EIGRP-based networks. It details proper designs that can be used to
build large and scalable EIGRP-based networks and documents possible ways each EIGRP
feature can be used in network design, implementation, troubleshooting, and
monitoring."--BOOK JACKET. Title Summary field provided by Blackwell North America, Inc.
All Rights Reserved.
A guide to designing and implementing VPLS services over an IP/MPLS switched service
provider backbone Today's communication providers are looking for convenience, simplicity,
and flexible bandwidth across wide area networks-but with the quality of service and control
that is critical for business networking applications like video, voice and data. Carrier Ethernet
VPN services based on VPLS makes this a reality. Virtual Private LAN Service (VPLS) is a
pseudowire (PW) based, multipoint-to-multipoint layer 2 Ethernet VPN service provided by
services providers By deploying a VPLS service to customers, the operator can focus on
providing high throughput, highly available Ethernet bridging services and leave the layer 3
routing decision up to the customer. Virtual Private LAN Services (VPLS) is quickly becoming
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the number one choice for many enterprises and service providers to deploy data
communication networks. Alcatel-Lucent VPLS solution enables service providers to offer
enterprise customers the operational cost benefits of Ethernet with the predictable QoS
characteristics of MPLS. Items Covered: Building Converged Service Networks with IP/MPLS
VPN Technology IP/MPLS VPN Multi-Service Network Overview Using MPLS Label Switched
Paths as Service Transport Tunnels Routing Protocol Traffi c Engineering and CSPF RSVP-TE
Protocol MPLS Resiliency — Secondary LSP MPLS Resiliency — RSVP-TE LSP Fast Reroute
Label Distribution Protocol IP/MPLS VPN Service Routing Architecture Virtual Leased Line
Services Virtual Private LAN Service Hierarchical VPLS High Availability in an IP/MPLS VPN
Network VLL Service Resiliency VPLS Service Resiliency VPLS BGP Auto-Discovery PBBVPLS OAM in a VPLS Service Network
A comprehensive introduction to all facets of MPLS theory and practice Helps networking
professionals choose the suitable MPLS application and design for their network Provides
MPLS theory and relates to basic IOS configuration examples The Fundamentals Series from
Cisco Press launches the basis to readers for understanding the purpose, application, and
management of technologies MPLS has emerged as the new networking layer for service
providers throughout the world. For many service providers and enterprises MPLS is a way of
delivering new applications on their IP networks, while consolidating data and voice networks.
MPLS has grown to be the new default network layer for service providers and is finding its
way into enterprise networks as well. This book focuses on the building blocks of MPLS
(architecture, forwarding packets, LDP, MPLS and QoS, CEF, etc.). This book also reviews the
different MPLS applications (MPLS VPN, MPLS Traffic Engineering, Carrying IPv6 over MPLS,
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AToM, VPLS, MPLS OAM etc.). You will get a comprehensive overview of all the aspects of
MPLS, including the building blocks, its applications, troubleshooting and a perspective on the
future of MPLS.
A complete configuration manual for MPLS, MPLS VPNs, MPLS TE, QoS, Any Transport over
MPLS (AToM), and VPLS Understand the crucial Cisco commands for various MPLS
scenarios Understand fundamentals of MPLS operation and learn to configure basic MPLS in
Frame Relay and ATM-based environments Master fundamentals of MPLS VPN operation
including Multiprotocol BGP (MBGP) operation, VPNv4 route exchange, and basic MPLS VPN
configuration in the provider network Understand and configure various PE-CE routing
protocols in MPLS VPN networks Understand MPLS VPN provisioning in an Inter-provider
VPN (Inter-AS) and Carrier Supporting Carrier (CSC) environment Learn MPLS TE and its
advanced features Examine AToM with configuration examples for like-to-like and any-to-any
L2 VPN implementations and VPLS components and operation, VPLS configuration and
verification, and VPLS topologies Learn about MPLS QoS, including configuration and
implementation of uniform and short pipe modes MPLS Configuration on Cisco IOS Software is
a complete and detailed resource to the configuration of Multiprotocol Label Switching (MPLS)
networks and associated features. Through its practical, hands-on approach, you'll become
familiar with MPLS technologies and their configurations using Cisco IOS® Software. MPLS
Configuration on Cisco IOS Software covers basic-to-advanced MPLS concepts and
configuration. Beyond its emphasis on MPLS, you'll learn about applications and deployments
associated with MPLS, such as traffic engineering (TE), Layer 2 virtual private networks (VPN),
and Virtual Private LAN Service (VPLS). You'll receive practical guidance and deployment
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scenarios that can be enhanced by re-creation of the setups and configurations demonstrated
within this book. You'll move quickly from a brief overview of MPLS technology and basic
MPLS configuration on Cisco® routers to more advanced topics. Several chapters provide
instruction on VPN connectivity options, including implementing Border Gateway Protocol
(BGP) in MPLS VPNs. You'll receive configuration guidelines for advanced MPLS
implementations such as MPLS TE, quality of service (QoS), and extranet VPNs. You'll learn
about implementation of Layer 2 VPNs versus Layer 3 VPNs with Cisco Any Transport over
MPLS (AToM). And you'll see demonstrations of implementing VPLS on Cisco routers
complete with the configurations and platform support. "I highly recommend MPLS
Configuration on Cisco IOS Software as required reading for those in search of practical
guidance of the technology and nuances of configuring MPLS for next-generation networks for
voice, video, data, and application service offerings across a wide variety of deployment
scenarios." --Carlos Dominguez, Senior Vice President, Worldwide Service Provider
Operations, Cisco Systems® This book is part of the Networking Technology Series from
Cisco Press®, which offers networking professionals valuable information for constructing
efficient networks, understanding new technologies, and building successful careers.
Rick Gallahers MPLS Training Guide introduces readers to mpls concepts, installation,
migration, operation, inspection, and troubleshooting. It discusses specific router and switch
platforms and includes such topics as frame-mode mpls, cell-mode mpls, label distribution
protocol, tag distribution protocol, label distribution protocol migration, mpls configuration,
traffic engineering, mpls vpns, mpls vpn deployment models, mpls vpn routing protocol
support, multi-protocol bgp, mpls vpn configurations, mpls vpn integration, and mpls vpn
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management. Readers will find complete ready-to-use configurations for routers Shows how to
implement MPLS traffic engineering on a core network and optimize traffic Great for users
studying for Cisco's Implementing Cisco MPLS exam, 640-910 and written by a Cisco
internetworking expert who knows everything about MPLS Includes coverage of Cisco
Systems' newly released (October 7, 2002) Multiprotocol Label Switching (MPLS) Bandwidth
Protection software package. The new architecture uses MPLS Traffic Engineering Fast
Reroute and an offline application called Tunnel Builder Pro to increase resiliency at a networkwide level Includes updated coverage of MPLS and GMPLS

This handbook delivers a complete and practice-oriented overview of the
fundamentals of today's telecommunications networks and the future prospects
for next generation networks (NGN). The very clear and concise text is
supplemented by many colour illustrations and embedded into a functional fourcolour layout.
A hands-on guide for building and managing Virtual Private Networks (VPN). It
covers VPN architecture, tunnelling, IPsec, authentication, public key
infrastructure, and more.
Whether your network is a complex carrier or just a few machines supporting a
small enterprise, JUNOS High Availability will help you build reliable and resilient
networks that include Juniper Networks devices. With this book's valuable advice
on software upgrades, scalability, remote network monitoring and management,
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high-availability protocols such as VRRP, and more, you'll have your network
uptime at the five, six, or even seven nines -- or 99.99999% of the time. Rather
than focus on "greenfield" designs, the authors explain how to intelligently modify
multi-vendor networks. You'll learn to adapt new devices to existing protocols and
platforms, and deploy continuous systems even when reporting scheduled
downtime. JUNOS High Availability will help you save time and money. Manage
network equipment with Best Common Practices Enhance scalability by adjusting
network designs and protocols Combine the IGP and BGP networks of two
merging companies Perform network audits Identify JUNOScripting techniques to
maintain high availability Secure network equipment against breaches, and
contain DoS attacks Automate network configuration through specific strategies
and tools This book is a core part of the Juniper Networks Technical Library™.
MPLS and VPN ArchitecturesCisco Press
* *Up-to-date coverage of BGP features like performance tuning, multiprotocol
BGP, MPLS VPN, and multicast BGP. *In-depth coverage of advanced BGP
topics to help design a complex BGP routing architecture *Practical design tips
proven in the field with large-scale networks *Extensive configuration examples
and case studies
Master advanced MPLS VPN deployment solutions to design, deploy, and
Page 9/37

Bookmark File PDF 2 Mpls And Vpn Architectures Volume Ii Vol 2
Networking Technology
troubleshoot advanced or large-scale networks. This title builds on the bestselling
success of the first volume with more advanced features to get more out of a
network.
Design, configure, and manage MPLS TE to optimize network performance
Almost every busy network backbone has some congested links while others
remain underutilized. That's because shortest-path routing protocols send traffic
down the path that is shortest without considering other network parameters,
such as utilization and traffic demands. Using Traffic Engineering (TE), network
operators can redistribute packet flows to attain more uniform distribution across
all links. Forcing traffic onto specific pathways allows you to get the most out of
your existing network capacity while making it easier to deliver consistent service
levels to customers at the same time. Cisco(r) Multiprotocol Label Switching
(MPLS) lends efficiency to very large networks, and is the most effective way to
implement TE. MPLS TE routes traffic flows across the network by aligning
resources required by a given flow with actual backbone capacity and topology.
This constraint-based routing approach feeds the network route traffic down one
or more pathways, preventing unexpected congestion and enabling recovery
from link or node failures. Traffic Engineering with MPLS provides you with
information on how to use MPLS TE and associated features to maximize
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network bandwidth. This book focuses on real-world applications, from design
scenarios to feature configurations to tools that can be used in managing and
troubleshooting MPLS TE. Assuming some familiarity with basic label operations,
this guide focuses mainly on the operational aspects of MPLS TE-how the
various pieces work and how to configure and troubleshoot them. Additionally,
this book addresses design and scalability issues along with extensive
deployment tips to help you roll out MPLS TE on your own network. Understand
the background of TE and MPLS, and brush up on MPLS forwarding basics
Learn about router information distribution and how to bring up MPLS TE tunnels
in a network Understand MPLS TE's Constrained Shortest Path First (CSPF) and
mechanisms you can use to influence CSPF's path calculation Use the Resource
Reservation Protocol (RSVP) to implement Label-Switched Path setup Use
various mechanisms to forward traffic down a tunnel Integrate MPLS into the IP
quality of service (QoS) spectrum of services Utilize Fast Reroute (FRR) to
mitigate packet loss associated with link and node failures Understand Simple
Network Management Protocol (SNMP)-based measurement and accounting
services that are available for MPLS Evaluate design scenarios for scalable
MPLS TE deployments Manage MPLS TE networks by examining common
configuration mistakes and utilizing tools for troubleshooting MPLS TE problems
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"Eric and Ajay work in the development group at Cisco that built Traffic
Engineering. They are among those with the greatest hands-on experience with
this application. This book is the product of their experience." -George Swallow,
Cisco Systems, Architect for Traffic Engineering Co-Chair, IETF MPLS Working
Group Eric Osborne, CCIE(r) #4122, has been doing Internet engineering of one
sort or another since 1995. He joined Cisco in 1998 to work in the Cisco
Technical Assistance Center (TAC), moved from there to the ISP Expert team
and then to the MPLS Deployment team. He has been involved in MPLS since
the Cisco IOS(r) Software Release 11.1CT days. Ajay Simha, CCIE #2970,
joined the Cisco TAC in 1996. He then went on to support tier 1 and 2 ISPs as
part of Cisco's ISP Expert team. Ajay has been working as an MPLS deployment
engineer since October 1999, and he has first-hand experience in
Field-proven MPLS designs covering MPLS VPNs, pseudowire, QoS, traffic
engineering, IPv6, network recovery, and multicast Understand technology
applications in various service provider and enterprise topologies via detailed
design studies Benefit from the authors’ vast experience in MPLS network
deployment and protocol design Visualize real-world solutions through clear,
detailed illustrations Design studies cover various operator profiles including an
interexchange carrier (IXC), a national telco deploying a multiservice backbone
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carrying Internet and IP VPN services as well as national telephony traffic, an
international service provider with many POPs all around the globe, and a large
enterprise relying on Layer-3 VPN services to control communications within and
across subsidiaries Design studies are thoroughly explained through detailed
text, sample configurations, and network diagrams Definitive MPLS Network
Designs provides examples of how to combine key technologies at the heart of
IP/MPLS networks. Techniques are presented through a set of comprehensive
design studies. Each design study is based on characteristics and objectives
common to a given profile of network operators having deployed MPLS and
discusses all the corresponding design aspects. The book starts with a
technology refresher for each of the technologies involved in the design studies.
Next, a series of design studies is presented, each based on a specific
hypothetical network representative of service provider and enterprise networks
running MPLS. Each design study chapter delivers four elements. They open
with a description of the network environment, including the set of supported
services, the network topology, the POP structure, the transmission facilities, the
basic IP routing design, and possible constraints. Then the chapters present
design objectives, such as optimizing bandwidth usage. Following these are
details of all aspects of the network design, covering VPN, QoS, TE, network
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recovery, and—where applicable—multicast, IPv6, and pseudowire. The chapters
conclude with a summary of the lessons that can be drawn from the design study
so that all types of service providers and large enterprise MPLS architects can
adapt aspects of the design solution to their unique network environment and
objectives. Although network architects have many resources for seeking
information on the concepts and protocols involved with MPLS, there is no single
resource that illustrates how to design a network that optimizes their benefits for
a specific operating environment. The variety of network environments and
requirements makes it difficult to provide a one-size-fits-all design
recommendation. Definitive MPLS Network Designs fills this void. “This book
comes as a boon to professionals who want to understand the power of MPLS
and make full use of it.” -Parantap Lahiri, Manager, IP Network Infrastructure
Engineering, MCI Includes a FREE 45-Day Online Edition This book is part of the
Networking Technology Series from Cisco Press®, which offers networking
professionals valuable information for constructing efficient networks,
understanding new technologies, and building successful careers.
This is the eBook version of the printed book. If the print book includes a CDROM, this content is not included within the eBook version. Learn practical
guidelines for designing and deploying a scalable BGP routing architecture Up-toPage 14/37

Bookmark File PDF 2 Mpls And Vpn Architectures Volume Ii Vol 2
Networking Technology
date coverage of BGP features like performance tuning, multiprotocol BGP,
MPLS VPN, and multicast BGP In-depth coverage of advanced BGP topics to
help design a complex BGP routing architecture Practical design tips that have
been proven in the field Extensive configuration examples and case studies BGP
Design and Implementation focuses on real-world problems and provides not
only design solutions, but also the background on why they are appropriate and a
practical overview of how they apply into a top-down design. The BGP protocol is
being used in both service provider and enterprise networks. The design goals of
these two groups are different, leading to different architectures being used in
each environment. The title breaks out the separate goals, and resulting solutions
for each group to assist the reader in further understanding different solution
strategies. This book starts by identifying key features and functionality in BGP. It
then delves into the topics of performance tuning, routing policy development,
and architectural scalability. It progresses by examining the challenges for both
the service provider and enterprise customers, and provides practical guidelines
and a design framework for each. BGP Design and Implementation finishes up
by closely looking at the more recent extensions to BGP through Multi-Protocol
BGP for MPLS-VPN, IP Multicast, IPv6, and CLNS. Each chapter is generally
organized into the following sections: Introduction, Design and Implementation
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Guidelines, Case Studies, and Summary.
Implementing IP and Ethernet on the 4G Mobile Network delves into the 4G
mobile network that allows an IP packet transmitted by a mobile to be transported
to its gateway, reciprocally using the following networks: MPLS-VPN, VPLS and
OTN. The mechanisms for the implementation of quality of service (QoS) on the
EPS, IP, Ethernet and MPLS networks are presented, as is the security for the
LTE radio interface, the NAS messages and the links of the transport (IPSec). In
addition, readers will find discussions of the aspects relating to the
synchronization of the eNB entities, including SyncE and IEEE 1588
mechanisms. Presents the functional architectures of the 4G mobile network,
MPLS-VPN, VPLS and OTN Provides mapping of the marks of 4G mobile
network (QCI, ARP), IP (DSCP), Ethernet (PCP) and MPLS (EXP) Includes
security in 4G mobile network and IP (IPSec) Covers radio base station
synchronization with SyncE
As data centers grow in size and complexity, enterprises are adopting server
virtualization technologies such as VMware, VMotion, NIC teaming, and server
clustering to achieve increased efficiency of resources and to ensure business
resilience. However, these technologies often involve significant expense and
challenges to deal with complex multisite interconnections and to maintain the
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high availability of network resources and applications. Interconnecting Data
Centers Using VPLS presents Virtual Private LAN Service (VPLS) based
solutions that provide high-speed, low-latency network and Spanning Tree
Protocol (STP) isolation between data centers resulting in significant cost savings
and a highly resilient virtualized network. The design guidance, configuration
examples, and best practices presented in this book have been validated under
the Cisco Validated Design (CVD) System Assurance program to facilitate faster,
more reliable and more predictable deployments. The presented solutions
include detailed information about issues that relate to large Layer 2 bridging
domains and offer guidance for extending VLANs over Layer 3 networks using
VPLS technology. Implementing this breakthrough Data Center Interconnect
(DCI) strategy will evolve your network to support current server virtualization
techniques and to provide a solid foundation for emerging approaches. The book
takes you from the legacy deployment models for DCI, problems associated with
extending Layer 2 networks, through VPN technologies, to various MST-, EEM-,
and GRE-based deployment models and beyond. Although this book is intended
to be read cover-to-cover, it is designed to be flexible and allow you to easily
move between chapters to develop the solution most compatible with your
requirements. Describes a variety of deployment models to effectively transport
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Layer 2 information, allowing your virtualization solution to operate effectively
Explains benefits and trade-offs of various solutions for you to choose the
solution most compatible with your network requirements to ensure business
resilience Provides detailed design guidance and configuration examples that
follow Cisco best practice recommendations tested within the CVD This book is
part of the Networking Technology Series from Cisco Press®, which offers
networking professionals valuable information for constructing efficient networks,
understanding new technologies, and building successful careers.
With a foreword by Yakov Rekhter "Here at last is a single, all encompassing
resource where the myriad applications sharpen into a comprehensible text that
first explains the whys and whats of each application before going on to the
technical detail of the hows." —Kireeti Kompella, CTO Junos, Juniper Networks
The authoritative guide to MPLS, now in its Third edition, fully updated with brand
new material! MPLS is now considered the networking technology for carrying all
types of network traffic, including voice telephony, real-time video, and data
traffic. In MPLS-Enabled Applications, Third Edition, the authors methodically
show how MPLS holds the key to network convergence by allowing operators to
offer more services over a single physical infrastructure. The Third Edition
contains more than 170 illustrations, new chapters, and more coverage, guiding
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the reader from the basics of the technology, though all its major VPN
applications. MPLS Enabled-Applications contains up-to-date coverage of: The
current status and future potential of all major MPLS applications, including
L2VPN, L3VPN, pseudowires and VPLS. A new chapter with up to date coverage
of the MPLS transport profile, MPLS-TP. MPLS in access networks and
Seamless MPLS, the new architecture for extending MPLS into the access,
discussed in depth for both the unicast and the multicast case. Extensive
coverage of multicast support in L3VPNs (mVPNs), explaining and comparing
both the PIM/GRE and the next generation BGP/MPLS solutions, and including a
new chapter on advanced topics in next generation multicast VPNs. A new
chapter on advanced protection techniques, including detailed discussion of 50
ms end-to-end service restoration. Comprehensive coverage of the base
technology, as well as the latest IETF drafts, including topics such as pseudowire
redundancy, VPLS multihoming, IRB and P2MP pseudowires. MPLS-Enabled
Applications will provide those involved in the design and deployment of MPLS
systems, as well as those researching the area of MPLS networks, with a
thoroughly modern view of how MPLS is transforming the networking world.
"Essential new material for those trying to understand the next steps in MPLS."
—Adrian Farrel, IETF Routing Area Director "MPLS-Enabled Applications takes a
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unique and creative approach in explaining MPLS concepts and how they are
applied in practice to meet the needs of Enterprise and Service Provider
networks. I consistently recommend this book to colleagues in the engineering,
education and business community." —Dave Cooper, Chief IP Technologist,
Global Crossing Ltd
A complete guide to understanding, designing, and deploying Layer 2 VPN
technologies and pseudowire emulation applications Evaluate market drivers for
Layer 2 VPNs Understand the architectural frame-work and choices for Layer 2
VPNs, including AToM and L2TPv3 Grasp the essentials of Layer 2 LAN and
WAN technologies Examine the theoretical and operational details of MPLS and
LDP as they pertain to AToM Understand the theoretical and operational details
of Layer 2 protocols over L2TPv3 in IP networks Learn about Layer 2 VPN
bridged and routed interworking and Layer 2 local switching Understand the
operation and application of Virtual Private LAN Services (VPLS) Learn about
foundation and advanced AToM and L2TPv3 topics through an extensive
collection of case studies The historical disconnect between legacy Layer 2 and
Layer 3 VPN solutions has forced service providers to build, operate, and
maintain separate infrastructures to accommodate various VPN access
technologies. This costly proposition, however, is no longer necessary. As part of
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its new Unified VPN Suite, Cisco Systems® now offers next-generation Layer 2
VPN services like Layer 2 Tunneling Protocol version 3 (L2TPv3) and Any
Transport over MPLS (AToM) that enable service providers to offer Frame Relay,
ATM, Ethernet, and leased-line services over a common IP/MPLS core network.
By unifying multiple network layers and providing an integrated set of software
services and management tools over this infrastructure, the Cisco® Layer 2 VPN
solution enables established carriers, IP-oriented ISP/CLECs, and large
enterprise customers (LECs) to reach a broader set of potential VPN customers
and offer truly global VPNs. Layer 2 VPN Architectures is a comprehensive guide
to consolidating network infrastructures and extending VPN services. The book
opens by discussing Layer 2 VPN applications utilizing both AToM and L2TPv3
protocols and comparing Layer 3 versus Layer 2 provider-provisioned VPNs. In
addition to describing the concepts related to Layer 2 VPNs, this book provides
an extensive collection of case studies that show you how these technologies
and architectures work. The case studies include both AToM and L2TPv3 and
reveal real-world service provider and enterprise design problems and solutions
with hands-on configuration examples and implementation details. The case
studies include all Layer 2 technologies transported using AToM and L2TPv3
pseudowires, including Ethernet, Ethernet VLAN, HDLC, PPP, Frame Relay,
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ATM AAL5 and ATM cells, and advanced topics relevant to Layer 2 VPN
deployment, such as QoS and scalability.
"Provides detailed information on existing Multicast and MVPN standards,
referred to as Next-Generation Multicast based standards, Multicast Applications,
and case studies with detailed configurations"--Provided by publisher.
The definitive IS-IS reference and design guide Extensive coverage of both
underlying concepts and practical applications of the IS-IS protocol Detailed
explanation of how the IS-IS database works and relevant insights into the
operation of the shortest path first (SPF) algorithm Comprehensive tutorial on
configuring and troubleshooting IS-IS on Cisco routers Advanced information on
IP network design and performance optimization strategies using IS-IS Network
design case studies provide a practical perspective of various design strategies
Comprehensive overview of routing and packet-switching mechanisms on
modern routers A collection of IS-IS packet formats and analyzer decodes useful
for mastering the nuts and bolts of the IS-IS protocol and troubleshooting
complex problems Interior gateway protocols such as Intermediate System-toIntermediate System (IS-IS) are used in conjunction with the Border Gateway
Protocol (BGP) to provide robust, resilient performance and intelligent routing
capabilities required in large-scale and complex internetworking environments.
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Despite the popularity of the IS-IS protocol, however, networking professionals
have depended on router configuration manuals, protocol specifications, IETF
RFCs, and drafts. Mastering IS-IS, regardless of its simplicity, has been a
daunting task for many. IS-IS Network Design Solutions provides the first
comprehensive coverage available on the IS-IS protocol. Networking
professionals of all levels now have a single source for all the information needed
to become true experts on the IS-IS protocol, particularly for IP routing
applications. You will learn about the origins of the IS-IS protocol and the
fundamental underlying concepts and then move to complex protocol
mechanisms involving building, maintaining, and dissemination of the information
found in the IS-IS database on a router. Subsequent discussions on IP network
design issues include configuration and troubleshooting techniques, as well as
case studies with practical design scenarios.
This book provides a complete reference to network mergers and migrations
using the Junos operating system Network Mergers and Migrations provides
readers with a comprehensive guide for network migration activities by detailing a
variety of internetworking case studies. Both enterprise and service provider
scenarios are examined based on the experience and expertise of two senior
Juniper Networks engineers. From MPLS Layer 3 VPN migration approaches to
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comprehensive network protocol consolidation and integration, each case study
covers planning, design and implementation, as well as discussing alternatives
and leveraging additional specific services and Junos resources, to ensure
successful completion at each migration phase. These case studies are
complemented with solid state-of-the-art protocol analysis and with practical
application notes focused on specific functionalities. Readers are shown, not told,
how to accomplish one of the more critical tasks of modern day networking –
merging two or more networks or migrating one into the other. This is a book that
truly describes the challenges that involve networks in modern environments, in
both enterprise and service provider milieus. Key Features: Provides an
invaluable reference for engineers needing to upgrade networks, consolidate
activities, or deploy new features or services. Contains case studies and
application notes of network migrations, moving well beyond theoretical
technology descriptions. Offers advanced techniques from engineers who have
planned, designed, and accomplished complicated internetwork migrations,
offering lessons learned from their success stories and pitfall situations. Covers
specific Junos resources for routing tables, link-state interior gateway protocols,
BGP, MPLS label distribution protocols, MPLS Layer 3 VPN and many more
Junos related features and functionalities Network Mergers and Migrations will be
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of immense interest to network engineers, network designers, architects, and
operators, as well as network planners and consultants. Networking engineering
students will discover a treasure trove of real-world scenarios and solutions and
the book is additional recommended reading for students pursuing Juniper
Networks Technical Certification Programs.
A detailed guide for deploying PPTP, L2TPv2, L2TPv3, MPLS Layer-3, AToM,
VPLS and IPSec virtual private networks.
This book constitutes the refereed post-proceedings of the Second International
Conference on Theoretical and Mathematical Foundations of Computer Science,
ICTMF 2011, held in Singapore in May 2011. The conference was held together
with the Second International Conference on High Performance Networking,
Computing, and Communication systems, ICHCC 2011, which proceedings are
published in CCIS 163. The 84 revised selected papers presented were carefully
reviewed and selected for inclusion in the book. The topics covered range from
computational science, engineering and technology to digital signal processing,
and computational biology to game theory, and other related topices.
Understand the business case for deploying MPLS-based services and solutions
* Provides network managers and architects a precise MPLS primer * Defines
MPLS service problems and their associated solutions * Includes ROI models for
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MPLS-based solutions * Discusses pros and cons of various options for each
MPLS service Network managers often question the value that MPLS brings to
their business environment. This book provides them with a precise guide for
evaluating the benefits of MPLS-based applications and solutions. The book
guides the network manager through the business case for MPLS by exploring
other technology alternatives, including their applications, benefits, and
deficiencies. Understanding the service creation process as the basis for MPLSbased solutions is pivotal when describing the benefits that MPLS offers.
Furthermore, the book explores MPLS technology and its components, providing
an overview of the architecture necessary to reap the true advantages that MPLS
brings to a service provider or enterprise network. These advantages include new
revenue opportunities and a total cost of ownership reduction that positively
impacts a company`s bottom-line. ROI models and case study examples further
confirm the business impact and help decision-makers create a blueprint for
MPLS service creation. Specific aspects such as security, network management,
advanced services and the future of the technology complete the book, helping
decision makers assess MPLS as a candidate for implementation. In short, you
can use this comprehensive guide to understand and build a business case for
the inclusion of MPLS in your network.
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Advanced MPLS Design and Implementation enables you to: Understand MPLS
through a detailed analysis of MPLS architecture and operation Design and
implement packet-based MPLS Virtual Private Networks (VPNs) using label
switching routers (LSRs) Design and implement ATM-based MPLS VPNs using
WAN-switched ATM LSRs Implement MPLS traffic engineering on your core
network and optimize traffic flows dynamically Implement MPLS QoS and provide
hard service guarantees with multiple classes of service Acquire practical design
and implementation knowledge of real-world MPLS VPNs, TE, and QoS through
case studies and configuration examples Multiprotocol Label Switching (MPLS),
intended for internetwork engineers and administrators who are responsible for
designing, implementing, and supporting service provider or enterprise MPLS
backbone networks, is a highly scalable, high-performance forwarding technology
that has multiple applications in the service provider and enterprise environment.
Use this book, which contains MPLS theory, design, configuration, and various
case studies, as a reference and a guide for designing, implementing, and
supporting an MPLS network. Even if you are not using Cisco equipment, this
book can increase your awareness and understanding of MPLS technology, as
well as provide you with detailed design concepts and rules for building scalable
MPLS networks.
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Master the latest MPLS VPN solutions to design, deploy, and troubleshoot
advanced or large-scale networks With MPLS and VPN Architectures, Volume II,
you'll learn: How to integrate various remote access technologies into the
backbone providing VPN service to many different types of customers The new
PE-CE routing options as well as other advanced features, including per-VPN
Network Address Translation (PE-NAT) How VRFs can be extended into a
customer site to provide separation inside the customer network The latest MPLS
VPN security features and designs aimed at protecting the MPLS VPN backbone
How to carry customer multicast traffic inside a VPN The latest inter-carrier
enhancements to allow for easier and more scalable deployment of inter-carrier
MPLS VPN services Advanced troubleshooting techniques including router
outputs to ensure high availability MPLS and VPN Architectures, Volume II,
builds on the best-selling MPLS and VPN Architectures, Volume I
(1-58705-002-1), from Cisco Press. Extending into more advanced topics and
deployment architectures, Volume II provides readers with the necessary tools
they need to deploy and maintain a secure, highly available VPN. MPLS and
VPN Architectures, Volume II, begins with a brief refresher of the MPLS VPN
Architecture. Part II describes advanced MPLS VPN connectivity including the
integration of service provider access technologies (dial, DSL, cable, Ethernet)
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and a variety of routing protocols (IS-IS, EIGRP, and OSPF), arming the reader
with the knowledge of how to integrate these features into the VPN backbone.
Part III details advanced deployment issues including security, outlining the
necessary steps the service provider must take to protect the backbone and any
attached VPN sites, and also detailing the latest security features to allow more
advanced topologies and filtering. This part also covers multi-carrier MPLS VPN
deployments. Finally, Part IV provides a methodology for advanced MPLS VPN
troubleshooting. MPLS and VPN Architectures, Volume II, also introduces the
latest advances in customer integration, security, and troubleshooting features
essential to providing the advanced services based on MPLS VPN technology in
a secure and scalable way. This book is part of the Networking Technology
Series from Cisco Press(r), which offers networking professionals valuable
information for constructing efficient networks, understanding new technologies,
and building successful careers.
Selecting MPLS VPN Services helps you analyze migration options, anticipate
migration issues, and properly deploy IP/MPLS VPNs. Detailed configurations
illustrate effective deployment while case studies present available migration
options and walk you through the process of selecting the best option for your
network. Part I addresses the business case for moving to an IP/MPLS VPN
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network, with a chapter devoted to the business and technical issues you should
review when evaluating IP/MPLS VPN offerings from major providers. Part II
inclues detailed deployment guidelines for the technologies used in the IP/MPLS
VPN.
Trust the best-selling Official Cert Guide series from Cisco Press to help you
learn, prepare, and practice for exam success. They are built with the objective of
providing assessment, review, and practice to help ensure you are fully prepared
for your certification exam. --Master Cisco CCNP ROUTE 300-101 exam topics
--Assess your knowledge with chapter-opening quizzes --Review key concepts
with exam preparation tasks This is the eBook edition of the CCNP Routing and
Switching ROUTE 300-101 Official Cert Guide. This eBook does not include the
companion CD-ROM with practice exam that comes with the print edition. CCNP
Routing and Switching ROUTE 300-101 Official Cert Guide from Cisco Press
enables you to succeed on the exam the first time and is the only self-study
resource approved by Cisco. Expert instructor and best-selling author Kevin
Wallace shares preparation hints and test-taking tips, helping you identify areas
of weakness and improve both your conceptual knowledge and hands-on skills.
This complete, official study package includes --A test-preparation routine proven
to help you pass the exam --"Do I Know This Already?" quizzes, which enable
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you to decide how much time you need to spend on each section --Chapterending exercises, which help you drill on key concepts you must know thoroughly
--The powerful Pearson IT Certification Practice Test software, complete with
hundreds of well-reviewed, exam-realistic questions, customization options, and
detailed performance reports --More than 60 minutes of personal video mentoring
from the author on important exam topics --A final preparation chapter, which
guides you through tools and resources to help you craft your review and testtaking strategies --Study plan suggestions and templates to help you organize
and optimize your study time Well regarded for its level of detail, study plans,
assessment features, challenging review questions and exercises, this official
study guide helps you master the concepts and techniques that ensure your
exam success. CCNP Routing and Switching ROUTE 300-101 Official Cert
Guide is part of a recommended learning path from Cisco that includes
simulation and hands-on training from authorized Cisco Learning Partners and
self-study products from Cisco Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by authorized Cisco
Learning Partners worldwide, please visit www.cisco.com. The official study
guide helps you master topics on the CCNP R&S ROUTE 300-101 exam,
including --Routing protocol characteristics and virtual routers --Remote site
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connectivity --IPv6 routing and RIPng --EIGRP, OSPFv2, and OSPFv3 --IGP
redistribution and route selection --eBGP and iBGP --IPv6 Internet connectivity
--Router security --Routing protocol authentication
The complete guide to seamless anytime/anywhere networking with LISP In an
era of ubiquitous clouds, virtualization, mobility, and the Internet of Things,
information and resources must be accessible anytime, from anywhere.
Connectivity to devices and workloads must be seamless even when people
move, and their location must be fully independent of device identity. The
Locator/ID Separation Protocol (LISP) makes all this possible. The LISP Network
is the first comprehensive, in-depth guide to LISP concepts, architecture,
techniques, behavior, and applications. Co-authored by LISP co-creator Dino
Farinacci and Victor Moreno–co-developer of the Cisco LISP implementation–it
will help you identify the opportunities and benefits of deploying LISP in any data
center, campus and branch access, WAN edge, or service provider core network.
This largely implementation-agnostic guide will be valuable to architects,
engineers, consultants, technical sales professionals, and senior IT professionals
in any largescale network environment. The authors show how LISP overcomes
key problems in large-scale networking, thoroughly introduce its key applications,
guide you through designing real-world solutions, and present detailed
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deployment case studies based on their pioneering experience. · Understand
LISP’s core principles, history, motivation, and applications · Explore LISP’s
technical architecture, components, mechanisms, and workflows · Use LISP to
seamlessly deliver diverse network services and enable major advances in data
center connectivity · Improve mobility, network segmentation, and policy
management · Leverage software-defined WANs (SD-WANs) to efficiently move
traffic from access to data center · Evolve access networks to provide pervasive,
mega-scale, high-density modern connectivity · Integrate comprehensive security
into the networking control and data plane, and learn how LISP infrastructure is
protected against attacks · Enforce access control policies, connection integrity,
confidentiality for data in flight, and end-point anonymity · Discover how LISP
mobility mechanisms anticipate tomorrow’s application use cases
This guide for network engineers describe the design, deployment, and management of
Multiprotocol Label Switching (MPLS). The book explains how MPLS virtual private networks
(VPNs) function and compares MPLS to other approaches. Route distribution, VPN topologies,
encapsulation, label distribution, and other techniques and features are covered. Numerous
charts and diagrams are featured. Tomsu is a consulting engineer. Wieser is a systems
engineer. c. Book News Inc.
Implement flexible, efficient LISP-based overlays for cloud, data center, and enterprise The
LISP overlay network helps organizations provide seamless connectivity to devices and
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workloads wherever they move, enabling open and highly scalable networks with
unprecedented flexibility and agility. LISP Network Deployment and Troubleshooting is the
definitive resource for all network engineers who want to understand, configure, and
troubleshoot LISP on Cisco IOS-XE, IOS-XR and NX-OS platforms. It brings together
comprehensive coverage of how LISP works, how it integrates with leading Cisco platforms,
how to configure it for maximum efficiency, and how to address key issues such as scalability
and convergence. Focusing on design and deployment in real production environments, three
leading Cisco LISP engineers present authoritative coverage of deploying LISP, verifying its
operation, and optimizing its performance in widely diverse environments. Drawing on their
unsurpassed experience supporting LISP deployments, they share detailed configuration
examples, templates, and best practices designed to help you succeed with LISP no matter
how you intend to use it. This book is the Cisco authoritative guide to LISP protocol and is
intended for network architects, engineers, and consultants responsible for implementing and
troubleshooting LISP network infrastructures. It includes extensive configuration examples with
troubleshooting tips for network engineers who want to improve optimization, performance,
reliability, and scalability. This book covers all applications of LISP across various
environments including DC, Enterprise, and SP. Review the problems LISP solves, its current
use cases, and powerful emerging applications Gain in-depth knowledge of LISP’s core
architecture and components, including xTRs, PxTRs, MR/MS, ALT, and control plane
message exchange Understand LISP software architecture on Cisco platforms Master LISP
IPv4 unicast routing, LISP IPv6 routing, and the fundamentals of LISP multicast routing
Implement LISP mobility in traditional data center fabrics, and LISP IP mobility in modern data
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center fabrics Plan for and deliver LISP network virtualization and support multitenancy
Explore LISP in the Enterprise multihome Internet/WAN edge solutions Systematically secure
LISP environments Troubleshoot LISP performance, reliability, and scalability
The definitive design and deployment guide for secure virtual private networks Learn about
IPSec protocols and Cisco IOS IPSec packet processing Understand the differences between
IPSec tunnel mode and transport mode Evaluate the IPSec features that improve VPN
scalability and fault tolerance, such as dead peer detection and control plane keepalives
Overcome the challenges of working with NAT and PMTUD Explore IPSec remote-access
features, including extended authentication, mode-configuration, and digital certificates
Examine the pros and cons of various IPSec connection models such as native IPSec, GRE,
and remote access Apply fault tolerance methods to IPSec VPN designs Employ mechanisms
to alleviate the configuration complexity of a large- scale IPSec VPN, including Tunnel EndPoint Discovery (TED) and Dynamic Multipoint VPNs (DMVPN) Add services to IPSec VPNs,
including voice and multicast Understand how network-based VPNs operate and how to
integrate IPSec VPNs with MPLS VPNs Among the many functions that networking
technologies permit is the ability for organizations to easily and securely communicate with
branch offices, mobile users, telecommuters, and business partners. Such connectivity is now
vital to maintaining a competitive level of business productivity. Although several technologies
exist that can enable interconnectivity among business sites, Internet-based virtual private
networks (VPNs) have evolved as the most effective means to link corporate network
resources to remote employees, offices, and mobile workers. VPNs provide productivity
enhancements, efficient and convenient remote access to network resources, site-to-site
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connectivity, a high level of security, and tremendous cost savings. IPSec VPN Design is the
first book to present a detailed examination of the design aspects of IPSec protocols that
enable secure VPN communication. Divided into three parts, the book provides a solid
understanding of design and architectural issues of large-scale, secure VPN solutions. Part I
includes a comprehensive introduction to the general architecture of IPSec, including its
protocols and Cisco IOS IPSec implementation details. Part II examines IPSec VPN design
principles covering hub-and-spoke, full-mesh, and fault-tolerant designs. This part of the book
also covers dynamic configuration models used to simplify IPSec VPN designs. Part III
addresses design issues in adding services to an IPSec VPN such as voice and multicast. This
part of the book also shows you how to effectively integrate IPSec VPNs with MPLS VPNs.
IPSec VPN Design provides you with the field-tested design and configuration advice to help
you deploy an effective and secure VPN solution in any environment. This security book is part
of the Cisco Press Networking Technology Series. Security titles from Cisco Press help
networking professionals secure critical data and resources, prevent and mitigate network
attacks, and build end-to-end self-defending networks.
This book describes the essential components of the SCION secure Internet architecture, the
first architecture designed foremost for strong security and high availability. Among its core
features, SCION also provides route control, explicit trust information, multipath
communication, scalable quality-of-service guarantees, and efficient forwarding. The book
includes functional specifications of the network elements, communication protocols among
these elements, data structures, and configuration files. In particular, the book offers a
specification of a working prototype. The authors provide a comprehensive description of the
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main design features for achieving a secure Internet architecture. They facilitate the reader
throughout, structuring the book so that the technical detail gradually increases, and supporting
the text with a glossary, an index, a list of abbreviations, answers to frequently asked
questions, and special highlighting for examples and for sections that explain important
research, engineering, and deployment features. The book is suitable for researchers,
practitioners, and graduate students who are interested in network security.
How can you make multivendor services work smoothly on today’s complex networks? This
practical book shows you how to deploy a large portfolio of multivendor Multiprotocol Label
Switching (MPLS) services on networks, down to the configuration level. You’ll learn where
Juniper Network's Junos, Cisco's IOS XR, and OpenContrail, interoperate and where they
don’t. Two network and cloud professionals from Juniper describe how MPLS technologies
and applications have rapidly evolved through services and architectures such as Ethernet
VPNs, Network Function Virtualization, Seamless MPLS, Egress Protection, External Path
Computation, and more. This book contains no vendor bias or corporate messages, just solid
information on how to get a multivendor network to function optimally. Topics include:
Introduction to MPLS and Software-Defined Networking (SDN) The four MPLS Builders (LDP,
RSVP-TE, IGP SPRING, and BGP) Layer 3 unicast and multicast MPLS services, Layer 2
VPN, VPLS, and Ethernet VPN Inter-domain MPLS Services Underlay and overlay
architectures: data centers, NVO, and NFV Centralized Traffic Engineering and TE bandwidth
reservations Scaling MPLS transport and services Transit fast restoration based on the IGP
and RSVP-TE FIB optimization and egress service for fast restoration
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